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ORDER

y Several Government Departients and Orgamsations arc in the process of
implementing c-governance Intiatives It has scen that in scveral cascs the
C-governance mitiatives has not been successful, leading to erther expenditure
incurred going waste or not full value being generated from it In somce cases,
scveral instances of same apphication being developed by diffeient Government
Departments and/or Government organisations has comc to notice. This 1s
extremely scnious On one hand 1t implics that mamfold cxpenditure 1s incurred 1n
developing a given resource On the other, 1t also complicates future efforts of
interoperability due to lack of standardisation, and difficulties in the sharing of
data and applications across Departments and Organisations
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As part of the funding by Government of Indsa under the Nat nal
c-Governance Programme (NcGP) and under the Statc Plan and non‘an,
significant funds are Proposed to be spent in the coming years for
C-governance Therefere. unless the 1ssues nientioned above are addressed, 1t
may lead to huge loss of Government resources,

Certain common IT infrastructyre has been created by Kerala State I"f
Mission These include facihties lke Citizen Call Centre, devclopment of CMF
based websites for Government Dcpartments, official c-mail facility, usc of
Akshaya for delivery services at the last mile, FRIENDS for payment of blls,

Maplnfo of Government offices based on Integrated Government Service )_’

Gateway (IGSG) etc. Even by availing the common IT infrastructure,

services of the common IT infrastructure

To mitigate these and other related 1ssucs, Government are pleased to order
the following guidelines laying down the broad procedurc that should be
obscrved for undertaking ¢-governance mninatives by Government Departments
and Government orgamssations including PSUs, Government societies,
Co-operative socicties, Statutory bodies and LSG institutions Government further
order that 1t would be essential for all Tota) Solution Providers (TSP) identificd
by Government as per GO. rcad as |st above, 10 follow these mstructions
scrupulously Failure to do so shall result in revocation of then TSP status

Appointinent of a Nodal Officer

Each Departmentv/Organisation should appont a Nodal Officer for a pro_;cc!‘r

The Nodal Offices need not be from the IT Division but should necessarily be
the owner ot the process, which arc proposed to be computerised The Nodal
Officer should preferably be not more than onc level below the Head of
Department/Organisation In any case, the Head of Department/Organisation
should play an active 1ole 1n the formulation, sanction and implementation of
any c-governance proposal Thys 1s extiemely important because c-governance
projects involve “change management” which would invariably requue proactive
leadership from the top-management
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l)c‘Pmcnl of a Proposal

All proposal for c-governance should tnvanably have a detailed Project
proposal. The detatled proposal may be prepared by an Agency which may be
anyone of the following :

(W) Inhouse with the help of IT Division, cieated as per order
read as Sth paper above

(w) A TSP, as per order 1ead as Ist paper ahove

(W) A professional consultancy agency selected thiough a

" ransparent process

In the event of option (1) or option {u1) 1s followed, a detailed Scrvice Level
Agreement (SL.A) should be signed with the Ageney, clearly specifying in detail
the scope of the work, the deliverables with ume schedule, the monitoring
mechamism for supervising the senvice levels, penaltics for failure to deliver as
per the prescibed SILAs and other requirements as speeified i these guidelines.

The Project Proposal shall consist of the following documents

(1) User Requirements Specification (URS) and Functional Requirements
Specifications (FFRS)

(a)  This URS document should define the user requirements exhaustively
All legal and regulatory requirements of the business shall be fully
addressed in the URS The URS should invariably be citizen focused
and scrvices delivered using the proposed systcm should be clearly
spelt out Ideally the URS shall be prepared by a group of functional
cxperts from within the organization

(b)  The URS should clearly statc the services which would need to be
deltvered after the successfu) implementation of the

; c-governance initiative and the service levels thercof Department/

. Organizations may note that services nced not be confined to the
extant services through manual services, but it 1s always possible to
provide new services, with more information which adds to the overall
citizen delivery For example, 1n an on-line system, the status of
number of applications recerved so far for a particular position can be
informed at the time of submission of application without any
additional cffort Departments/Organizations should imaginatively
seek to provide existing and new services 1o citizens through the
c-governance project

(c)  The URS should include service dehivery through multiple channels
viz. Intemet Akshaya and mobile (wherever feasible)



(d)

(e)

(0

(8

(h)

()

0

(k)

(1)

(m)

The scrvices and scrvice levels to be provided through the ap;‘at:on
should be a proved by Government in consultation with [T Dcpartment
for all new applications or for modifications of existing applications A
Government order clearly specifying the scervices and services levels
shall be 1ssued by the Adminsstratve Department before taking up.the
application development

In case the DepartmcntIOrgamzauon docs not already have 3 website
based on FOss Content Management Frame work, this should Invaniably
be included a5 4 pait of the inita] C-governance activires of the
Department All websites should have facility to prowide location
mformation regarding the offices of the DcpartmcnlsKOrganlzanons
through map 1nfo facihity caljed Intcgrated Service Dehvery Gateway
which 15 availabje with KSITM, Wherever feasible, the website should
be bi-hngual, 1 Malayalam and English

The websites of Government Departments should invanably be migrated

using the Government Citizen Call Centre (CCQ), the services of usc of
CCC should Invariably be part of the URS

All officers of the Deépartment having network facility (cither to KSWAJPI
or to Internet) shoujd invanably be provided official e-mai] 1d

Other common IT infrastructure which 15 available should pe made use
of as part of €-govemnance mitiative of the Department

“The URS shall be converted into FRS which wil] address the jssye of

how the URS would be achjeved
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Iheretore, wherever, use of Infonmation Technology permuts, the process
rcform which 1s practically feasible should be included in the proposed
FRS. Idcally, the FRS should be developed by the functional group
within the organization which had devcloped the URS along with the
agency which 1s cotrusted with the work of developing the Detailed
Project Proposal

(1) Technical Analysis and Alternatives

(a)

(b)

(c)

(d)

Based on the User Requirements Specification, a technical analysis
shall be carried out and different possible alternatives evaluated (E g.
Connectivity options; Opcrational platform such as OS, RDBMS etc)
The Risks, Threats and Vulnerabilitics associated with cach of these
altemative options shall be 1dentified and analyzed For example, if the
solution 1s web based, the vulnerabihities of the Internct can be
¢xploited by the hackers and the system can be intruded

The common IT nfrasiructure already available should be utthzed
insicad of crcating new ones, Intcroperability of operating systems
and standardization needs to be ensured Therefore, 1t 1s esscntial that
the technical solution proposcd by the Department should invanably
have the approval of IT Department The possibility of utilizing the
cxisung applications and solutions within the Government shall be
considered Wherever the requirement rclates to software dlrcady
standardized by KSITM, that software shall invariably be uscd. The
standardized software may be customized to meet the nceds of the
user Department/Organization Presently, the following software has
been standardized for Government Departments

(1) Personnel Management and Payroll Software—SPARK
(1) Workflow software MESSAGE
(w) File tracking software IDEAS >

Wherever, the requirement docs not involve standardized sofiware but
a similar solution has been developed by another Government
Department or another Government organization, the possibility of
using the same in the instant case should be examined n detail. In
casc 1t 1s dccided not to use the existimg software, the technical
analysis should make out a clear case why this should not be done,

However, 1f the software Tequirement 1s such that the same has not
becn previously developed, the question of ‘make or buy’ shall also
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be considered, If some of the moduyles nceded have been dcvc‘d
carlier and other modules have not been developed, the 1ssue of makg
or buy should be made with respect to those modules only,

(€)  As regards Malayalam databascs and applications, only Unicode
compatible fonts shall pe used as stated 1n the order rcad as 6th

()  Bascd on the technical analysis, the Agency shall prepare a Sysiem

() Implementation Plan and Funding

(a An Implementation Plan with time schedules shall be prepared by the
Agency Ideally there shall be pilot Implementation phasc followed by
a planncd roll out The plan shall also include a scheme for traning,

(b)  Based on the scope of the implementation, the Agency shall prepare

“Total Cost of Ownership” (TCO) and 1t should mclude costs relating to

() Illardware and networking necded for the implementation Ths
should include requirements at the yser level as well as server
hosting requirements for apphication and the databascs

(u)  Sue preparation “expenscs
(w)  Sofiware dcvclopmcnU’procurcment as the case may be

(v) In casc, the software ;s being developed, the cost of software

testing by a third party.like STQC or otler CERT-IN empanelled
auditors

v) Necessary security systems—both hardware and software
(V1) Site development charges,
(vu) Tramming and change mmanagement

(viu) Comcctiwry charges for at least the project implementation
peniod .-

= (x) Business Continuity Plan

(x) Manpower charges, if any, such manpower s proposed to be
engaged as part of the implementation, ¢

(x1) Data entry charges for archival data It 1s expected that current
data entry shal] pe done by existing employees
(xu) Handholdmg cost during imtia penod of implementation
(xw)  Provision for mecting recurning expenses for first three years of

the project. Thys may include Post-implementation rcquircments
like project mamtenance, back-up plans ctc
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. (x1v)  Any other expenges which may be required for complete and
successfy] implementation

(©  Jhe lustification of the proposal should accompany any Proposal based

(d)  The Possibility of Providing payd Services may be €Xxamined by the
Dcpartmcnr/Orgamﬂzanon This would pe Specifically relevant for the
‘_{ Sustainability of (e Project as well ag 1ts f{uture roll-out '

(0 Governmeny of India funds shoylq be tapped 1o the fullesy catent for
C-governance Projects as far a5 possible

(&) An 4pp1opriate source of funding may be identified and Administragve
Sanction ag per laid down Procedure shoylqd be obtained for lmplcmcnlalon,
a8 per orders reaqd as 2nd and 8 above Since sevcral C-governance
Projects are Crippled due to want of funds,_ IS nccessary thay the
concerned Government DcparrmcnUOrgamzauons should have 1dentified

! adequate funds for the project

Software Application Development

After the Proposal has beey formally sanchioned with he concurrence of
Ir Dcpar[mcnt, the software apphcation developmen process should begin

Mmanncr This woyjq Include applicatong which are (o be developed 4
-NCW as well ag applications which have 1o be customized 10 the specsfic
needs of the L)c;;anmcm/Orgamzatmn
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(b) The systematic development process shall have the following s(cps.

(c)

(d)

(c)

0)

(1) Creating dctailed System Requirement Spccifications (SRS) as
mentioned above.

(u) Design and Coding *of the Application Sofiware.

(w) User Acceptance Testing

(v)  Third party testing

In casc of software procured of-the shelf, or using softwarc which 1s
already standardized by KSITM or a software which has been

developed by another Government Department/Organization, the phascs

of Design and Coding will be absent Instead, thérc may be a
configuration phasc

Development or procurement of Software mvolving a third party shall be
arranged through a transparent process. The quotation shall be invited

based on the following documents
(0 FRS including integration with existing software wherever rclevant
(1) Detailed Technical Architecture. ’

(w) Implementation plan for the softwarc.

(tv) Information Sccunty Policy (KSITM has prepared an Information
Sccurity Policy bascd on draft published by CERT-IN,
Departments/Organizations can cither usc the same or a modified
version fo suit therr individual requirements)

(V) c-governance standards and Inter Operability 'ramework
recommended by Department of IT, Government of India

There shall be a pre-qualification proccss to short list the vendors for
software acquisition for all major or cnitical or sensitive c-governance

projects Cost comparison among various solutions shall include cost of
all hicenscs necessary for the solution

The deliverables shall be
() System Requirement Specifications (SRS)
-(m) -Application Software
(w) Fully documented Source Code (Hard Copy as well as Soft Copy)
(tv)  All nccessary Licenses wherever applicable,

(v)  User inanuals

(vi)  Training Matcnals

(v1)  Detailed Acceplance Test Plan based on the SRS with test date

Cp et L o R T D e
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(g) Jervice level Agreement (SLA):

etailed Service Level Agreement (SLA) shall be signed with the third
party covening all aspects of the Development, Implementation and maintcnance
of the softwarc The SLA shall have provisions pertaining to probable changes
to SRS during the Acquisition as well as changes to the software after
smplementation. The strategy and wnfrastructure for the Maintenance of the
Apphcation dunng s entue lile pertod shall be planned n advance. The SLA
should also clearly definc the duration of the Maintenance contract and the role
of the solution previder during wmaintenance. Dcfine a change management
procedurc and ensurc that changes arc controlled 1n line with the proccdure.
“The SLA shall dcfine time frames for cach task during Acquisition,
Implcmentation and Matntenance.

(h) Acceptance Testing.

) Thec Acceptance Test Plan (ATP) shall be ready by the time the
Apphication Softwarc is developed. The test plan shall include sample
Nata for testing and the expected results, Ensurc that the plan 1s
approved by all rclevant partics. Establish a sccure test environment for
testing the Application This facility can cither be in-housc or out
sourced

(1) The test environment shall be segregated from the Development and the
Production environment [he Acceptance Testing shall be conducted by
a team of functional experts nommated by the IT Division of the
Department/Orgamzation.

fm) The software developer shall not do the Final Acceptance Testing The
Final Acceptance Testig should be conducted by a Third Party who 1s a
professional testing agency. The testng may be arranged through a fair
and transparent tendering process. The Agency may be requested to
facihiate wdentification of a suttable Third Party Testing Agency. The

y basis of the tendering process shali be the SRS and the Acceptance Test

Plan already [inalized Ensure that business process owners and IT

stakcholders cvaluate the vutcome of the testing process as detcrmined

by the test plan. Rectify crrors identified in the testing process, having

completed the sudte of (ests identified in the test plan and any necessary

Yegressioa {csts.

() Intellectual Property Righis (IPR) :

() IPR for all the custom devehoped Application Software, unless 1t is in the
free and open source Adomain. shall be with the procuring Department/
Organization. Any .huuge to this condition should have prnior
concurrence of the Govermment.

3/38077%



(iti) Procurement of & Standard Application Software: Wherever possiblc

Standard Application Software off-the-shelf, then all the necessary
information such as configuration and customization details, Apphcanoq

Implementation

The actual implementation of the project in the work processes shall follow
the following general steps,

Proprietary ang non-standard solutions shall be avoided lo the extent

possible. The technical specifications shal] be carefully drafteqd by thér

() Procurement of hardware shaj| be scheduled 1n such a way that the

(uy)

4ssociated with development of the project or with the software
developer, In Cither case, the !mplementation responsibility shoyld be
clearly spelt our mn the SLA signed n thys regard.

e e e
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.w) Necessary orders will be 1ssued by the Department/Organization
concerned to bring mto cffect the process changes which are cnvisaged
as part of the e-govemance imtative,

(b) Trauning. '

() All users and stakcholders of the new system shall be 1mp-arlcd
knowledge about the new systems  There shall be adequatc
documentation and manuals [or uscrs, Training shall be provided to
censuic the proper use and opcration of applications and infrastructure,

(n) There shall be scparate Technical and Opcrational documcntations
peniaining to the Information Systems These documentations shall enable

all those who will opcerate, use and maintain the automated solutions to
excreise their responsibility z

(¢) Parallel Operation - ’

Run the system in parallel with the old system for a while, and compare
behavior and results The parallcl run can be discontinued after the system 15

stabilized and proper Disaster Recovery and Business Continuity Plans are 1n
place. 5

Utilisation of Common State Level Infrastructure:

As a general rule, no ¢-govemnance imuiative should plan for any of the
following which arc common [T infrastructure available 10 all Government

Departments free of cost and to commercial Government organizations at a
nominal cost These include:

() Statc Data Centre
()  Citizen Service Centres (kiosks), Statc-wide CSCs cxist in the form
of Akshaya Centres
(w)  Networks including Kerala State Wide Artca Network, SecWAN
(v)  Ciuzen Call Centre
(v)  Official E-mail Facility
(v1) Video-confercncing facility

Other common IT infrastructure which 1s presently under development arc

() Departmental WANS 1n Vikas Bhawan and Public Building
(n)  Ciwil Station WANSs

(w)  E-procurement
(v)  Statc Spatial Data [nfrastructure
(v) Public Key Infrastructure (for digital signaturcs)

= s e
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~ (vi) Mobile Infrastructure for providing mobilc scrvices
(wi)  GIS based mapmfo of Governmem cffices (IGSG) .
(vii)  Touch screen kiosks
(x) e-Distnct :
(x)  State Service Delivery Gateway

Concurrence of IT Department

Vide Government order rcad as 2nd above, 1t 18 mandated that the
concurrence of 1T Department should be taken for schemes over Rs 10 lakhs.
Some Departments/Organizations have been approaching the JT Department at an
early conceptual stage with no specific proposal. Others have been sccking
concurrence after most of the activitics have already been implemented/tied up.
Some other Departments/Organizations have been approachung the IT Department
for procuring of hardware/software etc.

To streamhine the concurrence of IT Department, 1t 18 clarificd that the
concurrence of IT Department shall be sought only on the following two stages:

() The URS and the FRS should be approved by the 1T Department m
all cascs
() The Implementation Plan should be approved by the 1T Department

- If these concurrences have been taken, no formal concurrence of T
Department 1s nceded for procurement of hardwarc and softwarc bascd on the
atoresaid sanctions

Support from Kerala State IT Mission

Director, KSITM shall provide technical support to any Government
Department/Organization for any purposc mentioned 1 these guidelines relatng
to an c-governance project

By order of the Govemor.

Dr Asay KuMag,
Secretary to Gaovernn.ent

.

To

The Director, Kordla State IT Mission (To upload the Govemnment Order
on the KSITM Website).

All Departments T the Secrctariat.

{jeads of All Department/PSUs/Co-operative Societics/Socictics/Statutory
Trusts.

SIF

O/C.
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