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Precautionary measures against Ransomware Attack

Ransomware Attack: Ransomware is a creative malware that infects systems and

locks down data, preventing users from accessing it until a ransom is paid. It can
affect individuals and businesses alike, but can become a critical threat for
enterprises dealing with huge amounts of data. You are advised to kindly take the
following preventive measures to protect their computer networks from
ransomware infection/ attacks:

1. Ensure that ports TCP/UDP 445 137, 138, 13%re blocked on all perimeter
devices and internal access control devices.

2. Ensure that ports TCP/UDP 445 are blocked on all clients & servers using host
firewalls through host antiviruses and HIPS.

3. Apply all patches of Microsoft Windows (client and server) for the
vulnerability mentioned in the Microsoft Security Bulletin MS17 -010.

4. Secure mail server with antivirus and anti spamware solution.

5. Maintain updated Antivirus software on all user client systems urgently ON
PRIORITY.

6. Update operating system, third party applications (MS office, browsers,
browser Plugins) and antivirus s oftware with the Ilatest patches ON
PRIORITY.

All system administrators to ensure this is done in the organizations ASAP.

1. Alert all users in the organization of the attack. Hence the above step of
updating softwares on the computer needs to be ensured befare the user
accesses email or internet.

2. Users should be alerted not to open attachments in unsolicited e-mails, even if
they come from people in your contact list; never click on a URL contained in
an unsolicited e-mail unless you are sure it is genuine. In cases of genuine
URLs close out the email and go to the organization's website directly
through browser.
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Block Tor, Peer to Peer(P2P) /Torrent traffic in Systems and Network.

Perform regular backups of all critical information to limit the impact of da ta
or system loss and to help expedite the recovery process. Ideally, this data
should be kept on a separate device, and backups should be stored offline.*
Check regularly for the integrity of the information stored in the databases.
Regularly check the contents of backup files of databases for any
unauthorized encrypted contents of data records or external elements,
(backdoors /malicious scripts.)

Ensure integrity of the codes /scripts being used in database, authentication
and sensitive systems

Establish a Sender Policy Framework (SPF) for your domain, which is an
email validation system designed to prevent spam by detecting emalil
spoofing by which most of the ransomware samples successfully reaches the
corporate email boxes.

. Application white listing/Stri ct implementation of Software Restriction
Policies (SRP) to block binaries running from %APPDATA% and %TEMP%
paths. Ransomware sample drops and executes generally from these
locations.

10. Block the attachments of file types,
exe|pif{tmp|url|vb|vbe|scr|reg|cer |pst|cmd|com|bat|dll|dat|hip|htaljs|
wsf

11. Disable ActiveX content in Microsoft Office applications such as Word, Excel,

etc.

12. Disable remote Desktop Connections, employ leastprivileged accounts. Limit

users who can log in using Remote Desktop, set an accountlockout policy.
Ensure proper RDP logging and configuration.

13. Restrict access using firewalls and allow only to selected remote endpoints,

VPN may also be used with dedicated pool for RDP access

14. Use strong authentication protocol, such as Network Level Aut hentication

(NLA) in Windows.
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How to install Windows update as per Microsoft Security Bulletin
MS17-010¢ Critical

1. Go to https://technet.microsoft.com/en -us/library/security/ms17 -010.aspxin browser.
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2. Patches for various versions of windows are listed. Select appropriate version.


https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
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3. A new Microsoft update catalog windowill open and then select downloadoption correspondi ng to
March, 2017 Security Monthly Quality Rollup for Windows 7 for x®ésed Systems (KB40122H5)
shown below:

C (| @ wwweztakgupdste micosoftoom Searh zepiip=k

MicrosoftUpdate Catalog
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4. On the download page
Click: windows6.1kb4012215¢64 a777b8c251dcd8378ecdafa8laefbe7f9009c7ab.smawn below:

[ Microsoft Update Catalog - Gocgle Chrome — O >

@ www.catalog.update.microsoft.com/DownloadDialog.aspx

Download

Download Updates

ems (KB4012215)

windowsS,1-kb4012215-x64 a7 7 7/08c251dcd8378ecdafa8iaetbe 729008 c72b.msu

40.77.232.90

5. A save window as shown below is opened and then browse the location where need to save the
installation file and then click save:

[ saveAs X

&« S > ThisPC » New Volume (E:) » New folder AR J) Search New folder r

Organize v New folder = ~ ®

~

tips Name Date modified Type Size

¢@ OneDrive No items match your search.

&3 This PC
I Desktop
|£) Documents
& Downloads
J§ Music
[& Pictures
B videos
‘s Local Disk (C:)
ws New Volume (D:

- New Volume (E:) v

File name: | windows6.1-kb4012215-x64_a777b8c251dcd8378ecdafa81aefbe7f3009c72b.msu ~ I

Save as type: } Microsoft Update Standalone Package v ‘

A Hide Folders Save ( Gancel |
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6. Download is in progress.

[M Microsoft Update Catalog - Google Chrome

@ www.catalog.update.microsoft.com/DownloadDialog.aspx

Download

Download Updates

March, 2017 Security Monthly Quality Rollup for Windows 7 for x64-based Systems (KB4012215)
windews8,1-kR4012215-x64 a777h8c23 1deslB378ecclafal Lasfha70002cT7 20 may

downlaad.windowsupdate.com/.../win...
> windows6,1-kb40...msu 1 | showan | x
32.0/146 ME 40 minz lefe

7. After completing the download, click the arrow and then select show in folder or browse to the
location where the downloaded software resides.

[M Microsoft Update Cataleg - Google Chrome — O x

@® www.catalog.update.microsoft.com/DownloadDialog.aspx

Download

Download Updates

March, 2017 Security Monthly Quality Rollup for Windows 7 for x64-based Systems (KB4012215)
windowsS.1-kb4012215-x64_a777b8c251dcd8378ecdafa8 1aefbe7f0009c72b.msu

Cpen
Always open files of this type

" IShow in folder I
[ 40.77.232.90

Cancel

Bl windows6.1-kb40...msu ™ ‘ Show all ‘ P




"
4
]

[ ==
-51 | KERALA STATE IT MISSION

8. Double click the installation file

Organize» {5 Open v Bum  Newfolder

% Favort Name Date modfied Type Sze

B Desidop

& Downloads Iﬂ windowss 1-b4I12215-164 aTTTb8c251 dcdB3MBecdaflaefbeNSCT2b SISMITHBAM  MooschUpdate.., BT (B

E Recent Places

4 Libraries
E‘ Documents
@' Music
& Pictures
] videos

L

K Computer
& Local Disk ()
s New Volume (D
- Mew Volume )

9. If any error occurred as shown below follow the next step otherwise go to step 20:

Windows Update Standalone Installer

Installer encountered an error: 0x80070422

The service cannot be started, either because it is disabled or because it
has no enabled devices associated with it.

10. On windows start menu search bar type: services.msc

| Programs (1)

| 54 mervices

S Ses more results

' nervices m-cl




11. New window open as shown below. Scroll down for the windows update and check status
disabled.
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12. On the option right click and then select properties
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13. Check startup type and then select automatic

Windows Update Properties (Local Computer, - -:
General | Log On | Recovery | Dependencies |
Service name: wuauserv
Display name: Windows Update
Description: Enables the detection, download, and installation of «
0: Ludates for Windows and other programs. If this Al
Path to executable:
| C:AWindows'\system32\svchost .exe k netsvcs "
|
|
| [
| i
| ' g i
i [ Start [ | Stop [ Pause | | Resume | |
/ You can specify the start parameters that apply when you start the service
i | from here. ,
Start parameters ‘ |
]
|
|
Lok J[ cance || Apy |
.= — = ———— —— 4
14. Then go torecoverytab and then select first failure type to restart tiservice
‘Windows Update Properties (Local Computer, <
|| Ssecond failure: [ Take No Action -
Subsequent failures: [TdceNoMon - ]
: Reset fail count after: 1 days 1
Restart service after: 1 minutes
L
[ Enable actions for stops with emors. | Restart Computer Options . | ‘
L Run program "
! Program 1
! [ ] 1 Browse. l !
[l
i Command line parameters: | ’
[ 1 Append fail count to end of command line {(fail="21%}) i
||
N
[ ok J[ cancel |[ seoty ||
— — — — ¥ |
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15. Go togeneral tab and then select option apply

Windows Updafe Propertles (Local Computer).

-—

IRecoverleependenctecI

Service name:
Display name: Windows Update

pdates for Windows and other programs. If this

-

Description: Enables the detection, download, and installation of

Path to executable:
C:\Windows"“system32\svchost exe k netsvcs

Statuptype: [ Automatic (Delayed Start) ~

Help me confiqure service startup options.

Service status: Stopped

\. Start ‘ \ Stop Pause \ l Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters

o) Lo ) [ ]

16. After that the start button will be active and click on start button on the window

Windows Update Properties (Local Computeg)“ -

Service name:
Display name: Windows Update

Description: Enables the detection. download. and installation of .
o updates for Windows and other programs. If this

-

Path to executable:
C:\Windows"\system32'svchost.exe &k netsvcs

Startup type: [Automabc {Delayed Start) x. ]

Help me configure service startup options.

Service status: Stopped

[»_ Start ] Stop { | Pauss | f Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

[ ok ][ GCancal || Appiy




17. Then select Ok
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Display name: Windows Update

Description: Enables the detection, download, and installation of
ates for Windows and other programs. If this

-

Path to executable:
C:A\Windows'system32\svchost.exe k netsvcs

Startup type:

Help me confiqure service startup options.

Service status: Started

[ Start ] L. Stop ] [ Pauss I | Resume [

You can specify the start parameters that apply when you start the service
from here.

Start parameters: [ l

18. Then the window shows status like started
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i Corntes ol sabrivms (BOrE smwink Cmoaciin v et der. Tetad Db
O WHAN SacComig Tom senice manages mch fe S e (G5M & (004 Sata o Mers

Log Om as

Locst Sate.
Lol Swpen
Locst Sevice

o bt Rt

Lol Nette.
Loce Spbe.
Mt 1.

Loce Sevce
Locs Wwade
Loce Swace
Locs Sevice
Lot Tnte
Locw Sysre..
Mt L

Netwinh 1.
Nt 5.
Locd Wate.

Loce Seracs
Nrtarn 1

Local Sute
Loca Semace

Local Sevice
Lred bte.
Lo Seate.
Locel Snte...
Matmin 1
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19. Double click the installation file already downloaded and then new window shown like below
will be displayed.

W Fovormes

I Owitop & vpt
& Dcweri 65 windowsd 1-AbA312213- ¥4 _aT77b3 IS deiI M ecdatabl aefbe IO TN
2 Recert Plazes

o Litvases
4 Documants
o' Muuc 3
= Pivarm
B videes

Wingow: Update Standaicne nstaler

W Compates l Searching for spdetes on shis computer...
@ Local Dy [
o New Votume (D)
e New Volume (1))

S Netwerk
& osesnls

20. Select yes on the message box

Windows Update Standalone Installet @

Do you want to install the following Windows software update?

Security Update for Windows (KB4012215)

21. Installation begins

,{EP The updates are being installed

Installation status:

Initializing installation... done! -
Installing Security Update for Windows (KB4012215) (update 1 of 1)... |

Installing:




4! I KERALA STATE IT MISSION

. Department of information Technology
MISSION Govemment of Kerala

22. Select Restart option on the final box displayed

Installation complete
You must restart your computer for the updates to take effect.
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SMB

The Server Message Block (SMB) protocol is a network file sharing protocol that
allows applications on a computer to read and write to files and to request services

from server programs in a computer network. The SMB protocol can be used on top

of its TCP/IP protocol or other network pr otocols. Using the SMB protocol, an
application (or the user of an application) can access files or other resources at a
remote server. This allows applications to read, create, and update files on the
remote server. It can also communicate with any server program that is set up to

receive an SMB client request.

How to Disable SMB on Windows Machines to prevent WannaCry

Ransomware

Before proceeding further it is strongly advised to take a backup of the machine
because you will in some case might require to change the Windows Registry. If the

steps are not carefully followed it might even crash the machine.

For Windows 10/8/7

Windows users can disable the SMB feature by following these simple steps:

1. Clickonthe Search option and search for AWVNindows Features 6 an d

seetheresultas oTurn Wi ndows Feature on and

you

of f .

Wi

0
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| & Filters ~

Best match

~— Turn Windows features on or off
Control! panel }

~
—

Settings

Apps & features

Search suggestions

£ windows features - Get web search results

£ windows features .net framework 3.5 size

O windows features on or off windows 10 |

£ windows features downloading required {
files

£ windows features turn on or off + blank

£ windows features searching for required :
files

O windows features settings :

/O windows features dialog box |

el

windows features I

2. Upon clicking the option, the following screen will be prompted:

[ Windows Features = O X

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on,

& [®] | Print and Document Services A
[]  RAS Connection Manager Administration Kit (CMAK)
Remote Differential Compression AP| Support
[J | RIP Listener
@[] | Services for NFS
@[]  Simple Network Management Protocol (SNMP)
Simple TCPIP services (i.e. echo, daytime etc)

[  Telnet Client
[] | TFTP Client
[1 | Windnws Identitv Faundation 3.5.

Cancel
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3. Now untick the box andcl i ck on 00OkOo.
{54 Windows Features — O X
Turn Windows features on or off [ 7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

@ =]

B ®

0oqopo0oRO

. Print and Document Services
. RAS Cennection Manager Administration Kit (CMAK)

Remote Differential Compression AP| Support

. RIP Listener

. Services for NFS

. Simple Network Management Protocol (SNMP)
. Simple TCPIP services (i.e. echo, daytime etc)

. SMB Direct

. Telnet Client

TFTP Client

[Tl Windows Identitv Foundation 3.5

v

| OK |] Cancel |

4. Wait for some moments when displaying the following window:

150 Windows Features

Searching for required files

Cancel
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5. Finally the completed wizard displayed click restart  button

1B Windows Features

Windows caomplated the requasted changes.,

Windows nesds to reboot your PC to finkeh installing the requested changes.
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BLOCK PORTS

How to block all traffic requesting port 445

1. Open Control Panel from the Start menu.

(G O @

Best match

(<) Control Panel
Desktop app

Apps

21 settings

Websites
Settings

Search suggestions

L2 | CONTROL PANFI,I

2. The window shown below is displayed
Control Panel

4 [ » Control Panel

Adjust your computer's settings

o
%

/ Hardware and Sound
View devices and printers

System and Security

Review your computer's status

Save backup copies of your files with File History
Backup and Restore (Windows 7)

Find and fix problems

Network and Internet
View network status and tasks
Choose homegroup and sharing options

o]

Add a device

Programs

Uninstall a program

S22 control panel - Get web

Filtaers ~-

|E--55n:h Control Panel

v O

View by:

Category ¥

User Accounts
G Change account type

Appearance and Personalization
Change the theme

Clock, Language, and Region
Add a language

Change input methods

Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display

O

X

P
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3. If windows firewall option present on the above window then go to step:
otherwise select the large icons options from the dropdown box

[ Cortni Panel = A& X
4 « A ConirolPand » v b SeschCenulPard p
Aust your computer’s seftings
‘ System and Sequriy User Acoounts
Teses your compiter's S
7 i Change accourt
Save actup copies of your fies with il Htony ° - x
S axt et Mo = fogearence and Personalzaton
Find and f preblems i
R = Chngethethame
- Network and Intemet .
‘ Vi et s s ?lcdn Language and Region
* (heose homegpoup and samy ptiens ‘v "Gam;wi?
| Hardware and Sound Change datz 3me of rumbes formats
Yiew daos znd pentrs
g R Ease of Ancess
Hddadece
. Let Windows suggest settngs
S Programs Gptmez ves! depiay
Q Unmstat z progeam
4. Select windows firewall — optionand click onit
I3 Wi Cortrof Pared berm = N
- « 4 50 CortrolPaned + 43 Corrs| Pane tems » v O Searcheems bural p
Adjust your computer’s settings Veewty Lmpeicom ®
; I Eackup and Restore . . . . .
tﬁj Administrative Tools fl] AuroPlay Nindows 7 Bicemetrics ‘-i Rittocker Drive Encryption
;a Color Management ' Credential Manager a} Date and Time ‘-5 Defauht Programs 3 Device Manager
§ Devices and Printers % Display 0 Ease of Acress Center T Fite Exploser Options © etstory
FHash Player {32-bit) A Fots " HomeGraup & Indexing Options i' infrared
e Internet Options @ fava {32-bit) < Keyboard ? Language a Logaton Settings
Network and Sharirg Perfoomance information .
& Mouse o B ok . Personalization &) Phone and Modem
\w Fower Options @ Programs and Features .« Reaftrk HD Audio Manager a Recovery 9 Region
! mﬁz and Degktop r Security and Meintenance 9 Sourd 0 Spesch Recognition @ Storae Spaces
@ Sync Cenger ’ System T- Taskbae and Navigation i Troubleshaoting a User Accounts

E Windows Defender ‘ Windones Fireweall 8o vindows oGo Windows Uptate @ VorkFolders
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5. On the windows firewall window displayed, select advanced setting option
from the left side.
@ Vot Fuwad =2 8
- « o Costisl Pavel + AN Cortrol Panel Berms + Vérdaws frwasd v D O Corme P
Coctrot Panet Home Help protect your PC with Windows Firewal!
Windenn Frewal can hafp srevent hackers e mabicoss scftwre Trem gareng scces to your PC Susugh the
Kow an azp ot iemun et or b network.
Thezugh Wordews Feswal
© Coasgencification ssiagn .. Private networks Not connected -
§ Tum Wincows Fmesll on ot
off . ' Guest ar public networks Connected
’ i Netwarts in pablc pacer wach ax srports o coffes o
| :
Traubseshont rry netwedh Woredews Frenad itate O
v oming cornwstons ok A consecon o apps tht are net onfhe bet
of abowed g0
Aactive pabhe newons B Newd
Natfication stae Nty me when Windges Freast blacks 3 new app
Sevunty and Marswnecs
Nistacrk s Sharing Costar
6. The windows firewall with advanced security window is displayed
& Windows Firewall with Advanced Secunty - o x
File Action View Help
= m Hm
W Windows Frewall with Advancs e il T
& nbound Rules =

K Outbeund Rules
B Connaction Security Rulm
» B Monttoring

& Windows Frewal is oo
© rbound comnectons thet do not meech & née mw blocked

Refresh
€ Oubound connactons that do not march = rée ase mowsd @ Ret
Private Profile 5 =

B He

@ Wcows Frewst i on

O Fbound comections that do et atch & nie sre bivcked.
& Oubound connections that do not matich = nis s mlowsd
Public Profile is Active

@ Wecows Frwesl i o

© vbound comnections that do not match 3 e am blocked
@ Outhound cornectons tht 85 net metch & nde e wlowed

B Wincows Frewal Froperties
Getting Started

Conatle cornecton secsty ries 10 specdy how and when conrmctions between coetutirs s stherticted and
protecied by using Iemet Protocol securty (Peac)

B Cormction Secuy Fues
View and create lirewall rules

Lomwtn fremesd » due S s o Hock —eoractione tn rmacked 1o ity Y e wn aheee m mre—b— -
<3 »lles n rmacked nmonry o node. Yo e wen shoce s oo
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7. Select the Inbound Rules option displayed on left side of the window

& Windows Fiswall veth Asvanced Security — o x
File Action View Help

% 2= B

Lo e

e Grovp " Profile  Enabled - Acti | -
B Connection Security Butes | @ Apache HTTP Server Public  Ves Allo || g8 New Rude.

, B8, Mon#toring @ Apache HTTP Server Public  Yes Ao 7 i by Profis »
O Apache HTTP Server Public  Yes Allo
© Apiche HTTP Server Pblic Y o || T Fiee by ute ’
O Apache HTTP Server Public Vs Nig || T Fiter by Geoup 4
@ Apache HTTP Server Poblic  Yes Ao View N
@ fak Tockar Notifer Provate.. Yes Ao
@ Firefox (CAProgram Fles (x467\Mozill Fir.. Privste  Yes o || e
@ Firefox (CProgram Fies (B6]\Mozika Fir... Privete  Yes Allo || = Spealint.
O Firefor’ (C/\Progrem Files (W85 Macils .. Precste  Yes Allo H Hep
© Firefox’ (C\Program Files («B5)\Mozila F.. Privete  Ves Allo
@ hpccopy e Al Yes allo
@ hpiscnapp e All Yes Allo
@ hpggpcdlexe Al Yes Allo
@ hpqgplgtuptee All Yes Ao
O hpglygrpexe Al Vs Allo
@ hpgphotocrm.es All Yes Allo
O hpaprappae All Yeu Allo
@ hpgpress All Yeu Allo
@ hpqsudieoe All Yes Alo
@ hpwuch e Al Yes Allo
O g Public  Yes Allo
O Mg Precste  Yes Al
O Stz Privete  Yes Allo
@ #nzg PubSc  Yes allo
O Jova(TM) Platform SE binery Public Vs Allo
@ Jaen{TM) Platform SE binary Public  Ves Allo
@ mysgpd Public  Yes Allo |

v
Pr— o | oy N, S}

8. Then select the New Rules option displayed on right side of the window

W Windoms Firewsll with Advanced Securmty - a >
Fle  Adhon  View Hep
= nm e
@ Windams Frewat wih Advancd
. ]
= e ( Profile  Enabled
M Cormaction Secunty Hules “"M"mm Putie Yes
. B Moattoring ‘lonpm-nmm Putic Ve anei TSP Fimer by Profde »
€ Apache HITP Serve Pubbc  Yer Abc
|| € Apsche HTTP Server Publc  Yes PV || Deimaiopn g
‘ @ Apachs HTTP Servm Putic  Ves ans T e by Geoup g
@ Apache HTTP Serves b Vez Al View »
€ 25k Toohat Notlees Private.,  Yes Al =
|| € Fumtos |CAPragram Fées (e86)) Mool e Peiasts  Yor Alis -
& Futos (ICAProgram Fées (586] Maolle Fe Provwtr Ve Al i Eportlin.
|| € Fuetou (CHProgrom Files (86 Mazits ¥ Perate  Yes Al EH e
|| € Pewtox’ (CO\Progrem fies O8N Mozite F ... Private Yes Al
|| @ nphccopy e an Yes Al
8 npcnapp aee Al Yeou Abe
|| @ hpagpctl e All Yer Ao
|| @ npaoplglupt.coe A Yes Ake
|| € nogkygrpene An Veu ano
|| € hpgphotecrm.exs All Yeor Al
|| @ roapsepp ene an Yes Ak
| 6 rpgpe e An Veu Ale
; @ noqprudiese Al Vor Abo
|| @ hpeuch e an Yes Al
@ wracg Pubic Ve Alic
|| @ wreg Prewts Yoz Ao
i O Py Porate Yo Ao
| Punic Yoo Al
L Jeva TG Pratforms SE binery Pt Yes Ao
| B InadTIE Prattonm 5 binary Putiic  Yae Any
| t @ iy Pudsc Yex Alic
< S | »q:"zm : e N ":'
New Rule.
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9. New Inbound Rule Wizard is displayed & Select Port and then click Next as
shown below:

@ New Inbound Rule Wizard X
Rule Type
Select the type of firewall rule to create.
Steps:
& Rule Type What type of rule would you like to create?
@ Protocol and Ports
@ Action () Program
@ Profile Rule that controls connections for a program.
@ Name
Rule that controls connections for a TCP or UDP port.
(O Predefined:
Alljoyn Router
Rule that controls connections for a Windows experience.
(O Custom
Custom rule.
< Back Next > I Cancel
10. On the next page select TCP and select Specific local ports and on the text
box type:445 and then click Next.
>

@ New Inbound Rule Wizard

Protocol and Ports
Speaify the protocols and ports to which this rule applies.

Shapm:
@ Rule Type apply to TCP or LUDP?
@ Protocol and Pons
» Action ) UDpP
» Profile
@ inmn Does this rule apply to all local ports or specific local ports?
__(J Al local ports
(® Specific local porta: IMSI

Example 80, 443, 5000-5010
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11. Onthe next page select Block the connection and then click Next.

&P New Inbound Rule Wizard =
Action
Specify the action to be taken when a connection matches the conditions specified in the rule.
Steps:
@ Fule Type What action should be taken when a connection matches the specified conditions?
@& Protocol and Ports
) ) Allow the connection
@ Action This includes connections that are protected with IPsec as well as those are not.
@ Profile
N () Allow the connection if it is secure

@ Mame This includes anly connections that have been authenticated by using IPsec. Connections

will be secured using the settings in |IPsec properties and rules in the Connection Security

Rule node.

I (® Block the connection I
< Back MNexd > Cancel
12.Tick all the options Domain, Private, Public as shown below & then  click
Next
x

e New Inbound Rule Wizard

Profile
Specify the profiles for which this rule applies.

Steps:
Rule Type When does this rule apply?
Protocol and Ports
Action

Profile

Applies when a computer is connected to its comporate domain.

¢ &6 6 & &

Name
Applies when a computer is connected to a private network location. such as a home

or work place.
Public
Applies when a computer is connected to a public network location.

<Back [J Net> s
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13.0n the next window give any name to identify the rules created now example:
Block 445  as shown below and then select Finish.
X

‘ New Inbound Rule Wizard

Name
Specify the name and description of this rule.

Steps:
@ FRule Type
@ Protocol and Ports
@ Action
& Profie Nome:
[Block 445 |
@ Name
Description {optional):







