
 
 

ɓÀÄ ÞÓÇô ¤ĪÉ¿Ÿö ʚÀ×ÝËÖÃ×ČÖɒЛ Ä×ôÝÂÑŸö. 

¥ɰÜÍ ˱Àõ ¤Ý³ÖÎÐýÖÅ±ÉÖÊ× ËǗ ʄÀ×Ê ÀË¡ ±˸ÿƶô ÌÖóÓ¡ÜÐÊс±ö 

)Ransomware) ʚ¶Ë×čɰÀÖÊ× £Ì×̉ɱ  .±˸ÿƶÌ×õ ¥Ð ÇÖÃ×ŽÖõ ʚÃÖÄÜʓƶ ÆÊ̯±ÜÎ 

¥Ð Ý˧ÖČâ Ü¶̪ɱ, Å×ɰØ»â £Ð ǮÌɱ ±×ƶ¿ÜÉŴ×õ ¯òÞÍó ±ÌóÓ× ¤Ê Ç×уâ 

Ý±ÖÊ×ó Ä×ÝİÅ×ž ÝÉÖ¶×ʓ×ÜŽƲÝČǖ £ÐϡÊÖ¿â  .ˤ×ƶÄ×ÜÍ̉¡ ÜϨÊ×Ä×ÜÍ̉ÜÉÖÜČ 

ÓôČÖô Ó¡Ð×ÃÖÄÜǲ̉¡ ÜÆ½â «Ļâ Ǯ»Ÿ×Ê ±˸Ä×±ÜÎ̉¡ ¥Ð Ņ̬ÀËÉÖÊ× 

ÇÖÃ×žÜÐɰâ ¦ Ë¡³Üǲ Ð×Âŕô £Ì×Ê×čɱ  .¤ͥÅȇ× ͧ¡²Í±ÜÎÊÖ¿â ʚÃÖÄÉÖ̉¡ 

¥Ð Íİý¡ ÐŽ×ƷЛÀâ «ɰÖ¿â  ÉÄϼ×ÍÖčɰÀâ  .¥ǲË¡ ÞÓÇô ¤ĪÉ¿ŸöÜČÀ×ÜË 

¸ÖŢÀ ÅÖÍ×ÝČǖÀâ £ÀýÖÐÑýÉÖ¿â .£ÅË×¶×ÀÉÖÊ Í×ŵ±ö , Ó¡ÑÊÖϨÂÉÖÊ ¥- 

ÜÉÊ×̯±ö, £ÐÊ×ÜÍ £уÖŽâÜÉʂ±ö «ɰ×Ð ǮÌČÖÜÀ ÝÄÖč±, Ä×ŸЙÜ» ±˸ÿƶÌ×ÜÍ 

¤ʁ× ÞÐÌÓâ £ӆÝ½уâ Ü¶̖â ÝÐǖ ˱ó±̬À̯±ö «ƲČ¿¡.  

£ÝÀÖÜ»Öʓ¡ ÀÖÜÏ ÅÌ̉ɰ Ä×ôÝÂÑŸö Ĉ»× ĉÀýÉÖÊ× ÅÖÍ×ÝČǖÀÖ¿â . 

1 ) Ó¡ÑÊÖϨÂÉÖÊ ÓÖÔ¶Ëýǲ×õ ±×Ʒɰ ¥ÜÉÊ×õ±ö ¯ʓò Ü¶̪±ÝÊÖ £ɒÇɪ 

£уÖҷÜÉʂ±ö ǮÌČÖÀ×Ë×č±ÝÊÖ Ü¶̪±. 

2) Ð×ÑĀÖÓÝÊÖ³ýÉ͖Öǲ Ý϶ÖÀϽ±Î×õ Ä×ɱ¡ Ð̬ɰ ÜÉÊ×̯±ö, Í×ŵ±ö Ǯ»Ÿ×ÊÐ̉Ü» 

¤Ã×±ÖË×±À §Ìʔ Ð̬ǲ×Ê ÝÑÒ¡ ÉÖȇ¡ ǮÌč± 

3) ÐýĜ×ÅËÝÉÖ, ÓÖ˸ǲ×±ÝÉÖ ¤Ê Ð×ÐËŸö ¤ÐÑýÜʓƷÜ±ÖǗЛ £ÝÄĀÒ¿ŸöČâ 

ÉсÅ»× ÄõÝ±ǖÀ×͖. 

4) ÜÉÊ×õ ÓÝɣÑŸЙÜ» ¤Ã×±ÖË×±À §ÌʔÐ̬ǳ±. 

5) ÐýĜ×ÅËÉÖÊ× ʄ±Эɰ ÜÉÊ×̯±ö,ÉÄ¢ʅôÐ¡ Ð̬ǳɰ Å×Ñć±ö «ɰ×Ð Óρķ¡ 

Ä×ËØİ×ž ÜÉÊ×̯±ö Þ±±ÖËý¡ Ü¶̪±. 

6 ) ¥ÜÉÊ×õ £уÖҷÜÉʂ±ö Óρķ¡ ǮÌč±. 

7) ÜÉÊ×õ ÐÏ× ÍÈýÉÖ͙ɰ ÝÆÖ˱±Î×õ ÐýĜ×ÅËÉÖÊ Ð×ÐËŸö Äõ±ÖÀ×Ë×č±.¥ǲË¡ 

Ð×ÐËŸö ƹÖČâ Ü¶̩Üʓ»Öó ÓÖÃýÀ §ЛÀ×ÄÖõ ¤¿×Àâ. 

8) ÐýĜ×³À Ð×ÐËŸö Þ±ÉÖсɰÀ×Äâ ˱óÅâ ÜÐÇâ ÞÓу×Üʁ ¤Ã×±ÖË×±À §Ìʔ 

Ð̬ǳ±. 

9 ) °ÝÂýÖ³×± ¥ÜÉÊ×̯±ö ÐýĜ×ÅËÉÖÊ ¤ÐÑýŸö §ÅÝÊÖ³×ČÖÀ×Ë×č±. 

10 ) Ó˲ÔÉÖÃýÉŸÎ×õ Ó¡ÑÊ±ËÉÖÊ ÓÖÔ¶ËýŸÎ×õ Ä×ɰâ ÍÈ×čɰ ¥ÝÉƍ±ö, 

ÐØ½×ÝÊÖ±ö ǮÌČÖÀ×Ë×č±. 

11 ) Ó˿ÖÄŸö ¯Æô Ü¶̗Ü±ÖǗЛ ÜÉÊ×õ±öČâ ÓÖ˸ǲ×± Ð×ÐËŸö Äõ±̬Àâ. 



 
12 ) ÇÖŴâ Ð×ÐËŸö ¤ÐÑýÜʓƷÜ±ÖǗЛ Ð×ÐËŸöČâ ÉсÅ»× Äõ±ÖÀ×Ë×č±. 

13 ) ̄ òÞÍó ÝÒÖʓ×¡³â ÝÅÖ̯Л ÐýĜ×ÅËÉÖÊ ¤ÐÑýŸöČâ ʚÝÀý± ÜÉÊ×õ ­½× 

§ÅÝÊÖ³×č±. 

 

 

Ransomware Attack:  Ransomware is a creative malware that infects systems and 

locks down data, preventing users from accessing it until a ransom is paid. It can 

affect individuals and businesses alike, but can become a critical threat for 

enterprises dealing with huge amounts of data.  You are advised to kindly take the 

following preventive measures to protect their computer networks from 

ransomware infection/ attacks: 

1. Ensure that ports TCP/UDP 445, 137, 138, 139 are blocked on all perimeter 

devices and internal access control devices. 

2. Ensure that ports TCP/UDP 445 are blocked on all clients & servers using host 

firewalls through host antiviruses and HIPS. 

3. Apply all patches of Microsoft Windows (client and server) for the 

vulnerability mentioned in the Microsoft Security Bulletin MS17 -010. 

4. Secure mail server with antivirus and anti spamware solution.   

5. Maintain updated Antivirus software on all user client systems urgently ON 

PRIORITY.  

6. Update operating system, third party applications (MS office, browsers, 

browser Plugins) and antivirus s oftware with the latest patches ON 

PRIORITY. 

All system administrators to ensure this is done in the organizations ASAP.   

1. Alert all users in the organization of the attack. Hence the above step of 

updating softwares on the computer needs to be ensured before the user 

accesses email or internet. 

2. Users should be alerted not to open attachments in unsolicited e-mails, even if 

they come from people in your contact list; never click on a URL contained in 

an unsolicited e-mail unless you are sure it is genuine. In cases of genuine 

URLs close out the e-mail and go to the organization's website directly 

through browser.   

Precautionary measures against Ransomware Attack  
 



 
3. Block Tor, Peer to Peer(P2P) /Torrent traffic in Systems and Network. 

4. Perform regular backups of all critical information to limit the impact of da ta 

or system loss and to help expedite the recovery process. Ideally, this data 

should be kept on a separate device, and backups should be stored offline.* 

5. Check regularly for the integrity of the information stored in the databases.  

6. Regularly check the contents of backup files of databases for any 

unauthorized encrypted contents of data records or external elements, 

(backdoors /malicious scripts.) 

7. Ensure integrity of the codes /scripts being used in database, authentication 

and sensitive systems 

8. Establish a Sender Policy Framework (SPF) for your domain, which is an 

email validation system designed to prevent spam by detecting email 

spoofing by which most of the ransomware samples successfully reaches the 

corporate email boxes. 

9. Application white listing/Stri ct implementation of Software Restriction 

Policies (SRP) to block binaries running from %APPDATA% and %TEMP% 

paths. Ransomware sample drops and executes generally from these 

locations. 

10. Block the attachments of file types, 

exe|pif|tmp|url|vb|vbe|scr|reg|cer |pst|cmd|com|bat|dll|dat|hlp|hta|js|

wsf 

11. Disable ActiveX content in Microsoft Office applications such as Word, Excel, 

etc. 

12. Disable remote Desktop Connections, employ least-privileged accounts. Limit 

users who can log in using Remote Desktop, set an account lockout policy. 

Ensure proper RDP logging and configuration.  

13. Restrict access using firewalls and allow only to selected remote endpoints, 

VPN may also be used with dedicated pool for RDP access 

14. Use strong authentication protocol, such as Network Level Aut hentication 

(NLA) in Windows.  

 

 

 



 

 

 

1. Go to https://technet.microsoft.com/en -us/library/security/ms17 -010.aspx in browser.  

 

2. Patches for various versions of windows are listed. Select appropriate version.  

How to install Windows update as per Microsoft Security Bulletin 

MS17-010 ɬ Critical  

 

https://technet.microsoft.com/en-us/library/security/ms17-010.aspx


 

 

 

3. A new Microsoft update catalog window will open and then select download option correspondi ng to 

March, 2017 Security Monthly Quality Rollup for Windows 7 for x64-based Systems (KB4012215) as 

shown below:  

 

 



 
4. On the download page 

Click: windows6.1-kb4012215-x64_a777b8c251dcd8378ecdafa81aefbe7f9009c72b.msuas shown below: 

 

 
 

5. A save window as shown below is opened and then browse the location where need to save the 

installation file and then click save:  

 



 
 

6. Download is in progress.  

 

 
 

7. After completing the download, click the arrow and then select show in folder or browse to the 

location where the downloaded software resides. 

 



 
8. Double click the installation file  

 

 

9. If any error occurred as shown below follow the next step otherwise go to step 20: 

 

10. On windows start menu search bar type: services.msc 

 



 
11. New window open as shown below. Scroll down for the windows update and check status 

disabled. 

 

12. On the option right click and then select properties 

 

 

 



 
13. Check start-up type and then select automatic 

 

14. Then go to recoverytab and then select first failure type to restart the service 

 



 
15. Go to general tab and then select option apply 

 

 

16. After that the start button will be active and click on start button on the window  

 



 
17. Then select Ok 

 

18. Then the window shows status like started 

 

 



 
19. Double click the installation  file already downloaded and then new window shown like below 

will be displayed.  

 

 

20. Select yes on the message box 

 

21. Installation begins  

 



 
22. Select Restart option on the final box displayed 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

The Server Message Block (SMB) protocol is a network file sharing protocol that 

allows applications on a computer to read and write to files and to request services 

from server programs in a computer network. The SMB protocol can be used on top 

of its TCP/IP protocol or other network pr otocols. Using the SMB protocol, an 

application (or the user of an application) can access files or other resources at a 

remote server. This allows applications to read, create, and update files on the 

remote server. It can also communicate with any server  program that is set up to 

receive an SMB client request.  

How to Disable SMB on Windows Machines to prevent WannaCry 

Ransomware  

Before proceeding further it is strongly advised to take a backup of the machine 

because you will in some case might require to change the Windows Registry. If the 

steps are not carefully followed it might even crash the machine.  

For Windows 10/8/7  

Windows users can disable the SMB feature by following these simple steps:  

1. Click on the Search option  and search for òWindows  Features ó and you will 

see the result as òTurn Windows Feature on and off.ó 

SMB  



 

 

2. Upon clicking the option, the following screen will be prompted:  

 

 



 
3. Now untick the box  and click on òOkó. 

 

4. Wait for some moments when displaying the following window:  

 

 

 

 

 



 
5. Finally the completed wizard displayed click restart  button  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

How to block all traffic requesting port 445  

1. Open Control Panel  from the Start menu.  

 

 

2. The window shown below is displayed  

 

BLOCK PORTS  

 



 
3. If windows firewall option present on the above window then go to step: 

otherwise select the large icons options  from the dropdown box  

 
4.  Select windows firewall  option and click  on it  

 



 
5. On the windows firewall window  displayed, select advanced setting  option 

from the left side.  

 
 

6. The windows firewall with advanced security window  is displayed  

 



 
 

7. Select  the Inbound Rules  option displayed  on left side of the window  

 

8. Then select  the New Rules  option displayed  on right side of the window  

 



 
9. New Inbound Rule Wizard  is displayed & Select  Port and then  click Next as 

shown below:  

 

10 . On the next page select TCP  and select Specific local ports  and on the text    

box type:445  and then  click Next.  

 

 
 



 
11 . On the next page select Block the connection and then  click Next.  

 

 
 

12 . Tick  all the options Domain, Private, Public  as shown below & then click 

Next  

 



 
13 . On the next window give any name  to identify the rules created now example: 

Block 445 as shown below and then select Finish.  

 

 

 

 

 

 

 

 

 

 

 

 

 




